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ABB Ability Cyber Security Services
Industrial companies face elevated cyber security risks
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ABB Energy Industries Division
Solutions maximizing the value of the hydrogen

The successful operation of a hydrogen plant is about efficient energy and process management 
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State of Cyber
Trends and Challenges

eSentire: 2022 Official Cybercrime Report, written by Cybersecurity Ventures

IBM: Cost of a Data Breach 2022 Report, IBM and Ponemon Institute 

Fortinet: 2022 State of Operational Technology and Cybersecurity Report
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NIS 2 directive States applicability
From critical Infrastructure to much broader Industry coverage



Slide 7

Critical sectors in the EU
Bolt is introduced in NIS2 (Scope Extends)

• Energy: electricity, oil, gas, heat, hydrogen

• Health: providers, labs, R&D, pharma

• Transport: air, rail, water, road

• Banks and financial markets

• Water and wastewater

• Digital: IXP, DNS, TLD, DC, CSP, CDN, TSP, MSP, MSSP

• Space

• Public administration

• Postal and courier

• Waste management

• Chemicals

• Food

• Manufacturing: technology and engineering

• Digital services: social, search, markets

Essential Entities

Important Entities
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NIS2 – Art. 18/20 – What do suppliers and operators have to do now?
Cybersecurity risk management measures and Reporting obligations

Source: Draft NIS 2.0 (26.11.2021), https://data.consilium.europa.eu/doc/document/ST-14337-2021-INIT/en/pdf

https://data.consilium.europa.eu/doc/document/ST-14337-2021-INIT/en/pdf
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ABB Industrial Security Domain Expertise
Trusted Partner – People and Processes

+160 Professionals

Industrial cyber security engineers & certified specialists

Certifications

• Security Development Lifecycle Assurance (SDLA) designated 

organization IEC 62443-4-1

• Certified Service Provider Certification 
Maturity Level 2 IEC 62443-2-4

• System Security Assurance (SSATM) 
Security Level 1 IEC 62443-3-3

• GSEC
• GCIH
• GSTRT

• GICSP
• GCFA
• TUV Cybersecurity
• CCNA
• CCNP Security

• ISA/IEC 62443 CFS
• ISA/IEC 62443 CRS
• ISA/IEC 62443 CDS

• ISA/IEC 62443 CMS
• ISA/IEC 62443 CE
• CISSP
• CISM
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The ICS Risk Reduction Roadmap
The Industrial Cyber Security Journey
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ABB Ability Cyber Security Workplace
Simplified Security for the Modern World

Scalability

Visibility

Simplified

• Makes cyber security 
accessible to everyone

• Reduce risk with built-in 
recommended actions

• Automates security patching

• All in one console
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ABB Ability Cyber Security Workplace
Security Controls Dashboard
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ABB Ability Cyber Security Workplace

Identify your Assets with Cyber Asset Inventory

Cyber Asset Inventory

• Automatically identifies and captures 
detailed information 
from cyber assets 

• Provides updated information on control 
networks

• Non-intrusive system

• Facilitates compliance with standards
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ABB Ability Cyber Security Workplace

Demo

Topics:

• Endpoint protection

• Backup solutions

• Patching

• Remote access

• Inventory
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ABB Ability Cyber Security Workplace Architecture Fleet View



Slide 18

ABB Ability Cyber Security Workplace Architecture Fleet View

Partnership

—
Collaboration with Nozomi and Forescout to deliver the most 
comprehensive threat intelligence solutions

—
Integration with IBM security platform for digital threat visibility
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Situational awareness

Difference between event and network monitoring



Grazie per la Vostra 
partecipazione e attenzione

Oggetto 20data
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